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Abstract— The landscape of digital forensics has evolved significantly with the advent of sophisticated
cybercrimes and the proliferation of digital devices. Digital forensics is a rapidly evolving discipline,
characterized by unique challenges such as rapidly changing technology, large volumes of data, and stringent
legal requirements. Effective project management in this context is crucial to ensure that investigations are
conducted efficiently, accurately, and in compliance with legal standards. This systematic literature review
aims to comprehensively analyze the role of project management practices in optimizing digital forensics
investigations. Using established search protocols and selection criteria, we identified and analyzed relevant
studies published between 2016 until 2023 that explored the application of project management
methodologies, challenges, and best practices within the context of digital investigations. By applying effective
project management strategies, investigators can ensure efficient, accurate, and legally sound digital
investigations, ultimately contributing to successful criminal prosecutions and civil litigation outcomes.

Keywords: digital forensics, investigation efficiency, project management, systematic literature review,
technological challenges.

Intisari— Lanskap forensik digital telah berkembang signifikan dengan munculnya kejahatan siber yang
canggih dan penyebaran perangkat digital. Forensik digital adalah disiplin yang berkembang pesat, yang
ditandai dengan tantangan unik seperti teknologi yang berubah cepat, volume data yang besar, dan
persyaratan hukum yang ketat. Manajemen proyek yang efektif dalam konteks ini sangat penting untuk
memastikan bahwa investigasi dilakukan secara efisien, akurat, dan sesuai dengan standar hukum.
Tinjauan literatur sistematis ini bertujuan untuk menganalisis secara komprehensif peran praktik
manajemen proyek dalam mengoptimalkan investigasi forensik digital. Menggunakan protokol pencarian
yang telah ditetapkan dan kriteria seleksi yang ketat, kami mengidentifikasi dan menganalisis studi relevan
yang diterbitkan antara tahun 2016 hingga 2023 yang mengeksplorasi penerapan metodologi manajemen
proyek, tantangan, dan praktik terbaik dalam konteks investigasi digital. Dengan menerapkan strategi
manajemen proyek yang efektif, penyidik dapat memastikan investigasi digital yang efisien, akurat, dan
memenuhi syarat hukum, yang pada akhirnya berkontribusi pada keberhasilan penuntutan pidana dan
hasil litigasi sipil.

Kata Kunci: forensik digital, efisiensi investigasi, manajemen proyek, tinjauan literatur sistematis, tantangan
teknologi.

INTRODUCTION space. This shift poses significant challenges for law

enforcement and forensic investigators, who now

The digital world is now an important part of ~ face the daunting task of unraveling complex digital

our daily lives, and with this integration, criminal  crimes [1]. To conduct effective investigations in
activities have also found their way into the online this digital maze, they need to be well-organized,
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plan carefully, and allocate resources wisely -
principles that are at the main of project
management.

The necessity for effective project
management in digital forensics arises from the
complexity and sensitivity of these investigations.
Digital forensics involves the identification,
preservation, examination, and analysis of digital
evidence. As the volume and variety of digital data
continues to grow, so does the complexity of
managing these investigations. Project management
offers structured methodologies and tools that can
enhance the efficiency, effectiveness, and legal
compliance of digital forensic investigations.

Despite its potential benefits, the integration
of project management principles into digital
forensics is not without challenges. These include
issues related to data management, stakeholder
communication, resource allocation, and adherence
to legal and ethical standards. Previous studies have
primarily focused on technical advancements in
digital forensics but have not sufficiently explored
how project management can systematically
address these operational challenges.

This systematic literature review aims to fill
this research gap by comprehensively analyzing
how project management practices can optimize
digital forensic investigations. Specifically, it seeks
to explore:

1. The application of project management
methodologies to different stages of digital
forensic investigations.

2. The impact of project management practices
on the efficiency and effectiveness of digital
evidence collection and analysis.

3. How project management can help mitigate
risks associated with the rapidly evolving
technological landscape in digital forensics.

This systematic literature review aims to
address these gaps by comprehensively analyzing
the role of project management practices in
optimizing digital forensics investigations. Our
research questions are:

e RQ1: What is the role of project management
in conducting digital forensics investigations?

e RQ2: How does the implementation of project
management affect the effectiveness of digital
forensics investigations?

By addressing these questions, this review
aims to provide a clearer understanding of how
project management can be integrated into digital
forensics to enhance investigative outcomes.
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MATERIALS AND METHODS

In conducting a thorough review of selected
academic papers within the field of digital forensics,
we employ a structured approach known as the
Systematic Literature Review (SLR). The SLR is a
methodical process that involves identifying,
evaluating, and interpreting all available research
related to project management in digital forensics
[7].

In our study, we have adopted the Systematic
Literature Review (SLR) methodology as a strategic
approach to conducting a thorough and detailed
analysis of the changing dynamics of project
management within the digital forensics’ domain.
The SLR methodology is particularly suited for this
purpose as it allows us to systematically collate,
review, and synthesize existing research, thereby
enabling us to trace the scientific developments and
advancements in this area. Our primary goal in
employing the SLR approach is to comprehensively
map out and highlight the critical areas of research,
as well as to identify and understand emerging
trends within the field. This methodical approach
goes beyond merely charting the progress in digital
forensics project management; it serves to weave
together diverse strands of knowledge, thereby
providing a more integrated and holistic view of the
field. This integration is crucial for understanding
not just the advancements but also the challenges
and gaps that exist in the current body of
knowledge. Through this research, we aim to offer a
clearer, more structured understanding of how
digital forensics project management has evolved,
identifying key trends and insights that can inform
future research and practice in this increasingly
important area.

A. Planning SLR

The initial phase in managing a digital
forensics project involves planning a systematic
literature review (SLR). The approach includes
selecting precise keywords and executing a
thorough search across databases such as IEEE
Explore, ScienceDirect, Scopus, and Oxford Journals.
The search results are then refined to align with the
specific subject of digital forensics. For this research
area, the keyword phrase should encompass terms
for project management like ‘risk’, ‘cost’, ‘schedule’,
and 'time’. These keywords are the primary tools in
the Boolean search strategy by incorporating a
variety of synonyms and connectors like "OR" and
"AND" in the research methodology to identify and
address challenges in digital forensics project
management. As the result, we combine with our
research into following search keyword ((“project”)
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OR (“risk”) OR (“cost”) OR (“schedule”) OR (“time”)
OR (“management”)) AND ((“digital forensics”) OR
(“computer forensics”) OR (“mobile forensics”))
Following our preliminary research, we
moved on to an essential stage in which we choose
which papers to include and exclude from our
search results. The extent to which the studies
aligned with key phrases in digital forensics project
management served as a reference for this decision-
making process. To ensure that our research was
both relevant and focused, we chose publications
that had a direct and meaningful relationship to
these key terms. To be upfront and clear about the
process by which we arrived at these judgments, we
defined the selection criteria in Table 1. This table,
which details the exact criteria we used to identify
the most relevant and worthwhile papers for our
study, is an important source of information. By
doing so, we hoped to provide a solid foundation for
our research, ensuring that each included study
added considerably to our understanding of project
management in the field of digital forensics.

Table 1. Research Selection Criteria

IC1  Publication written in English

Publication release starts from 2016

1cz until 2023
. Publication that focuses to the
lnc!USlfm IC3  keyword: project management on
Criteria digital forensics
Publication that explains more on
1C4 project management specifically

discussing how to manage risk,
schedule, cost, time on digital forensics

EC1  Publication not in English

Exc.lusilon EC2
Criteria

Publication released older than 2016

Research not discussing about project
management on digital forensics

Source: (Research Results, 2024)

EC3

B. Implementation of SLR

The authors conducted a thorough literature
study in order to gain a thorough understanding of
the research topic. This project began with a
thorough search for relevant material from diverse
sources. Each prospective source was carefully
assessed and chosen based on the study's specific
criteria. The heart of this procedure was a deep dive
into the identified research, gathering vital
information from each one meticulously. This
critical phase enabled the distillation of major
findings and their incorporation into a coherent
narrative. Figure 1 was included in the report to
provide a clearer perspective of this carefully
process. This graphic precisely illustrates the flow
of the selection process, beginning with the initial
data collection phase from various sources and
ending with the application of the pre-defined

Accredited Rank 2 (Sinta 27 based on the Decree of the Dirjen Penguatan RisBang Kemenristekdikti
No0.225/E/KPT/2022, December 07, 2022. Published b}' LPPM Universitas Musa Mandiri

inclusion and exclusion criteria given in Table 1. The
graphic functions as a road map, directing the
reader through the various processes required to
ensure a thorough and methodical evaluation of the
literature, which acts as the foundation of the
research.
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Source: (Research Results, 2024)
Figure 1. Systematic literature review diagram flow

We encountered various difficulties when
completing our investigation, particularly
throughout the search procedure. One major
challenge was the lack of resources, particularly
those pertaining to project management
approaches in the field of digital forensics. Despite
using a variety of search sites to acquire as much
relevant information as feasible, this paucity was
observed. To address this issue, we undertook a
thorough search result filtering process, which
involved manually reviewing a substantial number
of articles. In total, 276 articles were thoroughly
reviewed to determine their relevance and potential
contribution to our research. The inclusion criteria
were: (IC1) publications written in English, (IC2)
publications released between 2016 and 2023,
(IC3) publications focusing on project management
in digital forensics, and (IC4) publications
discussing the management of risk, schedule, cost,
and time in digital forensics. The exclusion criteria
were: (EC1) publications not in English, (EC2)
publications released before 2016, and (EC3)
research not discussing project management in
digital forensics. This step ensured that only the
most relevant studies were considered for further
analysis. A smaller group of 48 publications was
chosen from this large pool for further examination.
Each of the remaining 48 papers underwent a text
analysis to evaluate their relevance and
contribution to our research questions. This
involved a thorough review of the full text, focusing
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on the methodologies, results, and discussions
presented in each paper.

To ensure methodological rigor and
reliability of findings, we implemented a quality
assessment process. This involved evaluating each
study against specific criteria:

1. Clarity of Research Objectives: Assessing
whether the study clearly defined its aims and
objectives.

2. Appropriateness of Methodology:
Evaluating whether the chosen methods were
suitable for addressing the research questions.

3. Rigor of Data Collection and Analysis:
Reviewing the thoroughness and accuracy of
data collection and analytical techniques.

4. Validity of Findings and Conclusions:
Ensuring that conclusions drawn were
supported by the data presented.

5. Relevance to Research Questions:
Determining how well each study addressed
our specific research questions.

Studies scoring below a threshold in these
assessments were excluded from further analysis.
This evaluation process ensured that only high-
quality studies contributed to our understanding of
project management's role in digital forensics.

This critical evaluation helped us identify the
studies that offered the most valuable information
for our systematic literature review. Based on the
detailed analysis, we further narrowed down the list
to 12 key publications. These final selections were
made based on their direct and meaningful
relationship to our research questions and their
overall contribution to the field. The selected papers
were those that provided the most comprehensive
and relevant information on the application of
project management principles in digital forensics.
Although difficult due to the restricted resources in
this specific topic, this selection procedure was
critical in ensuring that our research was anchored
on the most relevant and wuseful literature
accessible.

C. Reporting the SLR Results

The final stage of our research focuses on the
reporting and analysis phase within the context of a
systematic literature review (SLR), which is
devoted to investigating various project
management approaches and their consequences in
the field of digital forensics investigations. This
phase is very informative since it goes deeply into
the complexity of managing changes and dealing
with the phenomena of scope creep in digital
forensics projects. Such difficulties are prevalent in
these types of investigations and necessitate
cautious handling to secure a positive outcome.
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Furthermore, this phase goes beyond simply
identifying these difficulties; it actively strives to
uncover and emphasize best practices for
conducting efficient digital forensics investigations.
This entails a detailed study of existing approaches
and their efficacy, which can lead to important
contributions to the field of digital forensics. The
goal is to provide a thorough grasp of how to handle
the complexities of project management within this
specialized domain, hence improving the efficacy
and efficiency of digital forensic investigations.

The analytical stage of our research follows
on from the extraction stage. During that stage, we
selected 12 relevant journals and conferences from
our initial source collection. These papers, which
range from 2016 to 2023, contain a wealth of
information and helpful insights. They focus on
various approaches and the effects of using project
management principles in the field of digital
forensics. We have put this information in a
structured style to promote better understanding
and simple reference. In our study, Figure 2
provides a full breakdown of these studies,
categorizing them by year of publication. This
chronological layout aids in tracing the field's
evolution and trends over the years. Table 3 also
includes a classification depending on the journal or
conference platform where these papers were
published. This classification aids in identifying the
most influential or often referred to sources in the
domains of digital forensics and project
management. These tables provide a thorough
overview, allowing for simple comparison and
contrast of methodology and findings across
multiple time frames and publication platforms.

Research Literature by Year

2016 2017 2018 2019 2020 2021 2022 2023

P2

b

—— Articles

Source: (Research Results, 2024)
Figure 2. Distribution of Used Research Literature
Years

Research Quantity by Source

&
: . |
2 . -
IEEE Semantic Science Grey
Schoolar Direct Literature
W Qruantity

Source: (Research Results, 2024)
Figure 3. Distribution of Used Research Literature

Sources
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The following component of our research is a table
that displays the search results that we carefully
selected to be included in our Systematic Literature
Review (SLR). This table is much more than a
collection of sources; it is a critical component of our
research technique. Each entry in this table has
been chosen for its relevance to our study issue and
adherence to our high quality and pertinence
requirements. The publications, research, and
papers on this list are more than just informative;

they constitute the foundation for our analysis and
discussions in the SLR. Our consideration of these
selected sources is intended to aid in a deep and
comprehensive grasp of the subject at hand. By
researching these materials, we want to gain not
only knowledge but also important and relevant
insights into the greater topic. This process of
selection and analysis demonstrates our dedication
to creating a well-informed, reliable, and valuable
systematic literature review.

Table 2. Detail Paper

No. Source Year Title Citation
Juniper . e . .
1 Publisher 2023 Project Management in Digital Forensic Investigations [8]
2 IEEE 2020 A Survey on the Internet of Things (IoT) Forensics: Challenges, Approaches, and [9]
Open Issues
3 Oxford 2023 Managing Policing Demand for Digital Forensics through Risk Assessment and [10]
Academic Prioritization in England and Wales
Emerald Effective resource management in digital forensics: An exploratory analysis of
4 - 2019 . L . . [11]
Insight triage practices in four English constabularies
5 (EEE 2022 Reseax.’ch Trends, Challenges, and Emerging Topics in Digital Forensics: A Review [12]
of Reviews
Semantic - s - -
6 Schoolar 2022 The Role of Digital Forensics in The Preliminary Investigation [13]
7 Ssir}lll;;l;l: 2020 Applying Digital Forensics to Service Oriented Architecture [14]
8 IEEE 2021 Dlgltal. Ev1.dence Case Management Tool for Collaborative Digital Forensics [15]
Investigation
9 ScienceDirect 2021 A hler‘arch}.l pf e‘xpe.rt. performapce (HEF’) applle.d to digital forensics: Reliability [16]
and biasability in digital forensics decision making
10 ScienceDirect 2021 ?OEF(;};:?S A blockchain-based lawful evidence management scheme for digital [17]
11 Springer 2022 Research Perspective on Digital Forensic Tools and Investigation Process [18]
Source: (Research Results, 2024)
RESULT AND DISCUSSION project management approaches in digital
forensics. Most studies emphasize short-term
This section contains the conclusions of the  project outcomes without addressing the

systematic literature review, followed by a full
discussion. We were successful in discovering and
reviewing multiple relevant literatures addressing
various areas of project management in digital
forensics through a systematic selection and
analysis approach. These findings not only provide
an overview of project management trends and
advancements, but also disclose crucial findings and
notable study patterns.

While this review has identified valuable
insights into the integration of project management
and digital forensics, it is important to acknowledge
some limitations in the existing literature. First,
many of the studies reviewed were based on limited
sample sizes or case studies, which may introduce
biases and limit the generalizability of the findings.
For example, several studies focused on specific
regional practices or law enforcement agencies,
which may not reflect global trends or standards in
digital forensics. Additionally, a gap exists in the
literature regarding the long-term effectiveness of
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sustainability and adaptability of these practices in
rapidly changing technological environments.
Another notable gap is the limited exploration of
ethical concerns and biases in digital forensics
investigations, particularly in the context of
emerging technologies like Al and blockchain.
Future research should address these gaps by
employing more robust and diverse study designs,
including longitudinal studies that assess the long-
term impacts of project management practices in
digital forensics investigations. Furthermore,
addressing biases in digital forensic tools and
ensuring transparency in the evidence analysis
process will be critical for advancing the field.

The discussion that follows will go into detail
about these findings, as well as their implications
for existing and future research on project
management in digital forensics.

A. Present Status Quo of Digital Forensics
Investigation
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Digital Forensics role is paramount for
investigation. Present time expect every sector
within society to excel in digital forensics.
Digitalization is the main reason why we need to
depend on digital forensics, due to the lack of
integrity within cyber security. The International
Criminal Police Organization (INTERPOL) states
that technological advancement has become a path
for criminals to disturb society's security and
accountability. Consequently, the cybercrime rate
keeps rising even at the present. Therefore,
individual privacy and safety in digital space are
questioned. Digital Forensics here plays a major role
in preventing future violations and crime within
cyberspace.

The economic sector faces trouble in the face
of digitalization. Study from paper [13] explained
that tax accountability is exposed to danger without
proper digital forensics capability. Indonesia is one
country that experience the lack of digital forensics
among business company. Many taxpayers abuse
digital technology to avoid paying taxes and commit
fraud. Furthermore, the present law in Indonesia
regarding cybercrime still filled with flaws.
Therefore, this study emphasizes the importance of
the digital forensics officer skill in handling the
prevention and countermeasures for the
perpetrators. Officers are expected to have the skills
to account for every flow of money and gather
evidence. Thus, helping the institution to develop an
integrated and secure system for the citizens to use.
Improving officer skills also allowed the resources
for digital forensics system to be used to its full
potential.

Easy access to the internet proves to pose
numerous threats. For regular citizens without any
advanced or proper knowledge of the Internet of
Things (1oT), cyber space is a dangerous place. This
condition is not just because of the lack of
understanding for IoT or ignorance of human
beings. However, this can be easily justified as the
lack of engagement from the authorities to protect
their citizens. [oT may have proven to support the
advancement of humanity, however it also provides
opportunity for criminals to broaden their method.
Challenges that digital forensics face right now are
the diversity of crime. Ranging from tax fraud,
phishing, money laundering, catfishing, and many
more. Study delivered by paper [9] expresses their
concern toward the security of global cyberspace.
They elaborate on the need for improvement
towards machine-to-machine (M2M) interactions to
be more integrated. Therefore, they introduce the
difference between IoT security and IoT forensics.
While IoT security is important, their role is to
prevent cybercrime from happening. Truth be told,
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crimes are an inevitable occurrence within social
society, and will always happen even with a small
percentage. However, 10T forensics offers a new
mechanism, which is countermeasures. IoT
forensics although can be implemented
immediately, their system shines when crime
happens. IoT forensics methods ranged from
investigation, evidence gathering, and specifically
focused on reconstructing the criminal scenario.
Therefore, during an investigation IoT security can
provide the cases, but 10T forensics solves the
problem.

Cybercrime has become urgent and digital
forensics needs to be effective. Paper [12]
underlines the indicator of effective digital forensics
for global level. They highlight the problems in
present digital forensics, which include the
difficulty of evidence acquisition, and pre-
processing of data. These problems happen due to
the fact that collecting data from the cloud, devices,
etc. are a hard and complicated process. This paper
emphasizes that digital forensics needs to improve
their readiness, especially in their method of
reporting, evaluating, assessing, and presentation.
Ethical issues are also within the boundaries of
future development. They want to adopt the strict
European perspective in order to build an
integrated digital forensics system. This are based
on data, that most European country, like Serbia
have a high-level security in their digital privacy and
well-being. Therefore, the implementation of
project management development is also
paramount, since digital forensics processes rely
not only on the technology, but the human
resources that will handle the system, especially
during the investigation process.

B. Project Management Development Concept
Importance

The importance of project management is
dealing with the complexities of digital forensic
investigations. It acknowledges that the rapidly
evolving digital environment has made forensic
analysis more intricate and diverse. Effective
project management is crucial for organizing and
utilizing a vast array of digital forensic analysis tools
and technologies [14]. The proposed platform aims
to enhance project management by providing a
streamlined, flexible system that simplifies the
accumulation, management, and utilization of these
technologies. This approach is designed to improve
the efficiency and reliability of forensic
investigations, highlighting the critical role of
organized project management in modern digital
forensics. The information collected in cybercrime
incidents is not properly managed and preserved.
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This is crucial because once information is captured
from devices, it's vital to preserve it from the initial
time of collection [14]. To address this, the authors
propose using a long-term preservation technique
and re-examine the state-of-the-art digital
preservation in institutions related to criminal
investigation.

Another study conducted to explain the
importance of project management revealed that
effective project management is crucial for the
successful completion of projects. This [8]
comprehensive research highlighted various
strategies of the importance of project management
in the context of digital forensic investigations
(DFIs). The study focuses on whether project
management knowledge areas can be effectively
applied to address the challenges encountered in
DFIs. This approach is based on the premise that the
systematic and structured methodology inherent in
project management can provide valuable insights
and solutions to the complex and often
unpredictable  nature of digital forensic
investigations. The linkage to Project Management
Institute (PMI) knowledge areas, such as
procurement management, risk management, and
time management, directly impact and can
potentially improve various technical and
operational challenges in DFIs and emphasizes the
relevance of project management principles in
enhancing the efficiency and effectiveness of DFIs.

In summary, the [8] paper positions project
management as a crucial framework for addressing
the complexities and challenges of digital forensic
investigations. By drawing parallels between the
two fields and suggesting the application of project
management principles and techniques, it
advocates for a more structured, efficient, and
effective approach to managing DFIs.

C. Role of Project Management in Digital
Forensics Investigation

Implementing project management in digital
forensics investigations is a strategic approach that
brings structure, efficiency, and accountability to
the process. It involves applying core project
management principles such as planning, execution,
monitoring, and closing to various stages of a digital
forensics’ investigation. This implementation
ensures that the investigation is conducted
systematically and meets its objectives within the
constraints of time, budget, and resources. Study [8]
[9] investigates whether project management
knowledge can address challenges identified in
digital forensic investigations (DFIs). The study
compares the characteristics and challenges of DFIs
with project management features and knowledge
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areas. It aims to determine if the common body of
knowledge in project management can help with
DFI challenges, suggesting that parallels exist
between these two fields. The paper poses research
questions about the similarities between DFIs and
traditional projects and whether project
management practices can be beneficial in
addressing digital forensic challenges. Additionally,
the paper underscores the necessity for more
dynamic and responsive risk assessment methods,
advocating for adaptable approaches that align with
local and national policing demands [10]. The
authors emphasize the importance of reviewing and
updating internal demand management tools and
processes to ensure they reflect contemporary
policing challenges and priorities, thereby
enhancing the efficacy of digital forensics in
criminal investigations. The methodology involves
mapping DFI challenges to project management
knowledge areas, with the expectation that this
approach can contribute to solving problems in
digital forensics.

Further research conducted from [12]
provides a comprehensive overview of the field of
digital forensics, focusing on the coordination and
administration of projects within this field. This
involves managing resources, timelines, and
ensuring that forensic investigations are conducted
efficiently and effectively. The section likely
discusses methodologies, tools, and best practices
in managing digital forensic projects, highlighting
how to overcome challenges such as evolving cyber
threats, technological advancements, and legal
considerations. Emphasis is also likely placed on the
importance of collaboration and communication
among team members in project management for
digital forensics.

Integrating project management into digital
forensics investigations enhances the efficiency and
effectiveness of the process. Project management
principles can be applied to ensure that the
investigation is conducted in a structured,
systematic, and timely manner. A conducted
research focuses on developing a web-based tool to
streamline the digital forensics investigation
process. The tool aims to simplify managing digital
evidence, particularly in complex cases involving
multiple devices and cloud services. It addresses
challenges in maintaining chain of custody and
facilitating collaboration among investigators [15].
The tool integrates evidence from various
platforms, allows tracking and monitoring of
investigation progress, and supports information
sharing and timeline reporting. The research
highlights the importance of a centralized case
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management system in digital forensics, enhancing
efficiency and forensic soundness.

When conducting  digital forensics
investigations, numerous challenges emerge that
demand careful consideration and mitigation
strategies to ensure the integrity, accuracy, and
completeness of the investigative process. These
challenges can be broadly categorized into
technical, legal, and procedural aspects, each posing
distinct complexities for forensic analysts and
investigators. The study [14] addresses the
challenges in digital forensics arising from the
proliferation of digital devices and diverse digital
environments. It focuses on developing a
management platform to streamline the
accumulation and utilization of digital forensic
analysis subjects and technologies. This platform
aims to simplify the process for forensic analysts,
enabling efficient and effective case-solving through
integrated analysis of diverse digital evidence. The
proposed platform is designed to be flexible,
accommodating future technological developments,
and emphasizes the ease of managing and using

forensic technologies in varied investigative
scenarios. The platform integrates elements such as
technology classification, expandability, and

convenience of use, aiming to enhance the reliability
and efficiency of digital forensic investigations.
Another research delves into the intricate
management processes within digital forensic units
(DFUs) in police forces [10]. It explores the
application and challenges of the Matrix, a risk
assessment tool designed for managing digital
forensic analysis demand. The study identifies
limitations and operational issues associated with
the Matrix, highlighting its ineffectiveness in
current policing contexts due to its inability to
accommodate diverse crime types and evolving
policing needs.

More research is conducted for discussing
the role of project management in digital forensics,
particularly in the context of preliminary
investigations for tax fraud [13]. It emphasizes the
importance of Quality Control and Risk
Management in ensuring the efficiency and integrity
of the inspection process. These management
practices are crucial for maintaining and developing
quality within an organization, thereby ensuring
that the evidence collected is valid and can satisfy
judicial requirements. The paper highlights the
confidential nature of the Information Data Reports
and Complaints (IDLP) analysis, which forms the
basis for triggering the Preliminary Evidence Check.
This approach ensures that taxpayers are unaware
of ongoing investigations, and only informed if the
analysis reveals fraudulent activities.
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Quality management in digital forensics is a
critical concern due to the dynamic nature of
technology and the constant evolution of methods
and tools required to handle digital evidence. From
the [16] study points out the 'quality challenge' in
digital forensics, describing the quality regime as a
"wild west" scenario where traditional quality
management protocols are not always in place. This
situation is exacerbated by rapid technological
advancements, which bring increasing complexity
and accessibility issues, along with the ever-
growing volumes of data that need to be analyzed.
Quality management in digital forensics, therefore,
involves a continuous process of adapting and
updating both the methodologies and the tools used
for examining digital evidence. It requires a
systematic approach to ensure that the evidence
handled is of high quality and that the procedures
used are up-to-date, reliable, and effective in
managing the unique challenges posed by digital
environments. This approach is essential to ensure
the integrity and reliability of the outcomes of
digital forensics examinations.

Research conducted by [11] provides an in-
depth analysis of digital forensics triage practices in
English police forces. The paper discusses various
aspects of project management in the context of
digital forensics triage practices within English
constabularies. Key points include:

1. Technical and Administrative Dimensions of
Triage: Triage in digital forensics has both
technical and administrative dimensions. The
technical aspect involves using automated
searches and software to identify potential
evidence on seized devices. The administrative
dimension includes the arrangements for
executing technical triage, such as assigning
trained police officers to triage tasks and having
senior officers (gatekeepers) oversee these
processes. These activities are managed by
Digital Forensics (DF) teams, and recruitment
for triage duties and the selection of gatekeepers
are done externally, which can lead to
professional tensions.

2. Resource Distribution and Training: The
effective delivery of triage relies on a
combination of technically aware frontline
personnel and a workforce supported by proper
organizational arrangements. The commitment
of DF and police professionals plays a significant
role in the accomplishment of triage, often
overshadowing the distribution of existing
resources. There's a noted discrepancy between
the expectations and the realities of
implementing triage, highlighting the need for
adequate training and organization.
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3. Role of Gatekeepers: Gatekeepers in the triage
process play a crucial role in guiding the
investigative strategy and deciding which items
should undergo more in-depth examination.
These decisions are typically made by senior
investigating officers, reflecting a hierarchical
system intended to ensure effective
management and control over the triage
process.

The research found that discussions around
prioritizing items for triage and interpreting triage
results, including dealing with negative outcomes,
significantly impact the workload of Digital
Forensics (DF) examiners. This can diminish the
efficiency of triage. Additionally, there's a concern
about the risk of equating triage outcomes with
proof of guilt, especially when interpretations of
these results are lacking. The study found that
approximately 70% of seized exhibits did not
contain valuable evidence for investigations.
Therefore, eliminating items with no evidential
value is crucial for detailed examination of the
remaining 30% of case exhibits. This finding points
to the need for efficient triage systems to manage
the high volume of digital evidence and focus
resources on relevant items. In summary, the
results of the paper reveal significant gaps in
knowledge and infrastructure for digital forensics
triage, emphasize the need for efficient evidence
analysis, and highlight the challenges in balancing
the risk of missing evidence with resource

constraints. The paper suggests that addressing
these issues requires robust project management
strategies that include training, resource allocation,
and the development of efficient triage systems.

D. Project Management Framework Concept

Digital forensics investigations are complex
endeavors that require a multifaceted approach.
While the current paper provides valuable insights
into applying project management principles to
digital forensics, there is an opportunity to develop
a more comprehensive conceptual framework that
integrates these two domains. This framework
would provide a holistic view of how project
management can enhance digital forensic processes
throughout the entire investigation lifecycle.

A proposed conceptual framework could map
specific project management knowledge areas and
processes to the key stages of a digital forensics
investigation. For example, the project initiation
phase could align with the initial assessment and
scoping of a digital forensics case. Project planning
would correspond to developing the forensic
investigation strategy and resource allocation.
Execution would involve the actual evidence
collection, analysis, and documentation processes.
Monitoring and controlling would map to quality
assurance and chain of custody procedures. Finally,
the closing phase would align with report writing,
presentation of findings, and case closure.

Project Management

Project Charter, Development,
Stakeholder Risk

Management
Plan

Developing
Investigation
Strategy,
Resource

Identification

INITIATION

Initial Assessment
and Scoping

(

Task Execution,
Quality
Assurance,
Communication
Management

Evidence
Collection,
Analysis,
Documentation

@
Digital Forensics

Source: (Research Results, 2024)

)
)

Performance
Reporting, Risk
Monitering,
Change Control

Project Closure,
Lessons Learned
Documentation

MONITORING AND
CONTROLLING

Quality Report Writing,
Assurance, Chain Presentation of
of Custody Findings, Case

Maintenance Closure

Figure 4. Project Management Framework Concept Flowchart

Within this framework, risk management
principles from project management could be
applied to identify and mitigate potential issues that
might compromise the integrity or admissibility of
digital evidence. Time management techniques
could be utilized to ensure investigations meet legal
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deadlines and court requirements. Resource
management approaches could help optimize the
allocation of forensic tools, storage systems, and
expert personnel across multiple concurrent
investigations.
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Furthermore, the framework could
incorporate stakeholder management strategies to
improve communication and collaboration between
digital forensics teams, legal counsel, law
enforcement agencies, and other relevant parties.
This would help ensure that all stakeholders' needs

and expectations are properly addressed
throughout the investigation process.
The proposed framework should also

consider the unique challenges of digital forensics,
such as the rapidly evolving nature of technology
and the need for continuous learning. It could
include processes for regularly updating forensic
methodologies, tools, and team skills to keep pace
with emerging technologies and cyber threats.

By developing such a comprehensive
framework, organizations can create a standardized
yet flexible approach to managing digital forensics
investigations. This would not only improve the
efficiency and effectiveness of individual cases but
also enhance the overall capability and maturity of
digital forensics programs.

E. Latest Technological Development in Digital
Forensics

While our systematic literature review (SLR)
covers the period from 2016 to 2023, we
acknowledge that the rapid pace of technological
advancements necessitates a continuous update
and integration of the latest tools and
methodologies. To address this, we have
incorporated discussions on emerging technologies
such as artificial intelligence (AI), machine learning
(ML), and advanced data analysis tools, which are
increasingly relevant in the context of digital
forensics.

Recent studies have highlighted the
transformative potential of Al and ML in digital
forensics. For instance, Al can automate the analysis
of large datasets, identify patterns, and detect
anomalies that might be missed by human
investigators. Machine learning algorithms can be
trained to recognize specific types of digital
evidence, thereby speeding up the investigation
process and improving accuracy. According to a
study by [12], the integration of Al in digital
forensics has shown promising results in enhancing
the efficiency and effectiveness of forensic
investigations. These technologies can also assist in
predictive analysis, helping forensic teams
anticipate and mitigate potential risks.

Advanced data analysis tools, including big
data analytics and blockchain technology, are also
making significant inroads into digital forensics.
Blockchain, for instance, offers a secure and
immutable way to manage the chain of custody for
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digital evidence, ensuring its integrity and
admissibility in court. [17] discuss how blockchain-
based solutions can enhance the transparency and
traceability of digital evidence management,
addressing some of the critical challenges faced by

forensic investigators. Additionally, big data
analytics can handle the vast amounts of data
generated in digital investigations, providing

deeper insights and more comprehensive analysis.

To ensure that project management
principles can quickly adapt to these technological
changes, it is essential to incorporate flexibility and
continuous learning into the project management
framework. This includes regular training for
forensic teams on new tools and technologies, as
well as  updating project  management
methodologies to integrate these advancements.
The dynamic nature of digital forensics requires a
proactive approach to project management, where
continuous improvement and adaptability are key
components. By doing so, forensic teams can stay
ahead of emerging threats and leverage the latest
technologies to enhance their investigative
capabilities.

CONCLUSION

The conclusion of the research emphasizes
the crucial relevance of applying project
management principles into digital forensics. This
integration is critical in dealing with the
multifarious issues offered by rapid technological
breakthroughs and increasing data complexity.
Forensic investigations become more efficient,
effective, and comply with legal compliance
standards when structured project management
approaches are used. The study dives into many
facets of these approaches, demonstrating how they
can help to expedite procedures, improve team
communication, and provide a complete and
methodical approach to evidence gathering and
analysis.

Furthermore, the authors emphasize the
importance of flexible and proactive project
management practices in digital forensics. Given the
dynamic nature of the sector, where new types of
digital evidence and forensic technologies arise on a
regular basis, a flexible project management
approach is required. Because of this adaptability,
forensic teams can quickly adapt to new challenges
and technology, ensuring that investigations remain
relevant and effective. The report underlines the
value of continual learning and improvement in
project management processes, encouraging teams
to stay current on digital forensic trends and
technologies. This proactive approach not only

Accredited Rank 2 (Sinta 2) based on the Decree of the Dirjen Penguatan RisBang Kemenristekdikti
No.225/E/KPT /2022, December 07, 2022. Published by LPPM Universitas Nusa Mandiri



JITK (JURNAL ILMU PENGETAHUAN

DAN TEKNOLOGI KOMPUTER)

VOL. 10. NO. 2 NOVEMBER 2024
P-ISSN: 2685-8223 | E-ISSN: 2527-4864
DOI: 10.33480/jitk.v10i2.5527

improves current investigations but also prepares
teams for future field advancements.

Finally, the study argues for a holistic
approach to project management in digital
forensics, seeing it as more than a theoretical
ideal—itis a practical requirement. Effective project
management in digital forensics is essential in an
era of rapid digital transitions. It not only solves
existing issues, but also anticipates future ones,
ensuring that forensic investigations stay strong
and resilient. According to the research, firms who
invest in these project management approaches will
be better positioned to deal with the intricacies of
digital evidence, resulting in more successful and
decisive forensic investigations. This foresight is
critical for preserving the integrity and efficacy of
digital forensic methods in an ever-changing digital
context.
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