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Abstract— Cilacap Regional General Hospital has been using the SIMRS system since 2006 to the present day.
however, its use has encountered several challenges, such as human error, lengthy data synchronisation
processes and time-consuming application maintenance. Previous studies have analyzed risk assessments
regarding application usage, yet there is a gap in the implementation of risk mitigation. The aim of the
research is to carry out a risk assessment of the SIMRS using the OCTAVE Allegro method and to propose risk
mitigation measures in accordance with ISO/IEC 27001. The novelty of this research lies in the combination of
methods used to conduct risk assessment and mitigation utilising the ISO/IEC 27001:2022 control standards.
Results of research identify the areas of impact, reputation, finance and productivity. The areas of concern are
human error, hardware management and software management. Scenarios were developed based on these
areas of concern; according to the calculations, the score for human error was 31, for hardware management
24 and for software management 18. Mitigation, as set out in ISO/IEC 27001:2022, focuses on organisational
controls in clauses 5.1, 5.15, 5.24, 5.26, 5.28, 5.33, 5.37. People controls in clauses 6.2, 6.3, 6.5, 6.8. Physical
controls in clauses 7.5, 7.7, 7.10, 7.12, 7.13. Technological controls in clauses 8.2, 8.5, 8.7,8.12, 8.13, 8.20, 8.22,
8.32. The scientific contribution lies in the integration of the OCTAVE Allegro and ISO/IEC 27001:2022
approaches to produce a risk assessment process that is not only capable of identifying and prioritising risks,
but also directly provides relevant security controls.

Keywords: Information Security, ISO/IEC 27001:2022, OCTAVE Allegro, Risk Assessment, SIMRS.

Intisari— RSUD Cilacap sudah menerapkan SIMRS mulai tahun sampai saat ini, namun dalam penggunaan
pernah mengalami beberapa kendala seperti human error, lamanya proses sinkronisasi data dan lamanya
proses maintenance aplikasi. Studi sebelumnya telah menganalisis penilaian risiko penggunaan aplikasi
namun terdapat kesenjangan dalam penerapan mitigasi risiko. Tujuan penelitian adalah melakukan penilaian
risiko SIMRS menggunakan metode OCTAVE Allegro dan memberikan mitigasi risiko berdasarkan ISO/IEC
27001. Kebaruan penelitian ini terletak pada kombinasi metode dalam melakukan penilaian dan mitigasi
risiko menggunakan standar control ISO/IEC 27001:2022. Hasil dari penelitian menjelaskan area dampak
yaitu reputasi, keuangan dan produktivitas kerja. Pada areas of concern yaitu human error, manajemen
hardware dan manajemen software. Scenario dibuat berdasarkan areas of concern, berdasarkan perhitungan
areas of concern human error skor 31, area manajemen hardware skor 24 dan manajemen software skor 18.
Mitigasi mengacu pada ISO/IEC 27001:2022 fokus pada area organizational controls pada poin 5.1, 5.15, 5.24,
5.26,5.28, 5.33, 5.37, people controls pada poin 6.2, 6.3, 6.5, 6.8, physical controls pada poin 7.5, 7.7, 7.10, 7.12,
7.13 dan technological controls pada poin 8.2,8.5,8.7,8.12,8.13, 8.20, 8.22, and 8.32. Kontribusi ilmiah terletak
pada integrasi pendekatan OCTAVE Allegro dan ISO/IEC 27001:2022 untuk menghasilkan proses penilaian
risiko yang tidak hanya mampu mengidentifikasi dan memprioritaskan risiko, tetapi secara langsung
memberikan pengendalian keamanan yang relevan.

Kata Kunci: Keamanan Informasi, ISO/IEC 27001:2022, OCTAVE Allegro, Penilaian Risiko, SIMRS.
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INTRODUCTION

Many hospitals have implemented this
system in the process of serving patients [1].
Hospital Management Information System (SIMRS)
is an information system that has been widely
implemented in the health sector [2], [3]. SIMRS has
the task of integrating and processing all hospital
service flows in the form of administrative
procedures, data reporting, coordination networks,
and others [4]. SIMRS can improve service quality,
supervision, coordination, and time efficiency in
hospital work processes [5]. One of the hospitals
that has implemented SIMRS is Cilacap Regional
General Hospital. Cilacap Regional General Hospital
first implemented SIMRS in 2006, initially
developing only the basic modules (registration,
medical records, personnel, and cashier). This
system is still in use today, but its implementation
has encountered several obstacles, such as human
error, lengthy data synchronization processes, and
lengthy application maintenance processes when
problems arise.

An organization's dependence on
information systems is proportional to the level of
threats and risks arising from the use of such
systems[6]. Risk is a condition arising from the
implementation of something that creates
uncertainty for an organization in achieving its
goals [7]. In addressing risks that tend to be
negative, it is necessary to assess the risks of using
information systems [8]. Good risk management can
reduce the threats and impacts arising from the use
of information technology [9]. Risk assessment is
the process of identifying potential threats to an
event, analyzing the probability of activities,
analyzing the level of damage, and planning
mitigation measures [10], [11].

The purpose of risk assessment is to ensure
that every risk can be managed properly and to
reduce the negative impact it causes [12]. Risk
assessment encompasses the process of identifying
and evaluating risks related to the integrity,
confidentiality, and availability of resources [13].
The assessment process is also tailored to the needs
of the existing organization [14]. The results of the
assessment will be used as a basis for developing
mitigation measures against potential risks [15]. To
date, the Regional General Hospital has never
conducted a risk assessment related to the use of
the Hospital Management Information System.

There are many methods that can be used to
assess the risks associated with the use of
information systems [16]. The Operationally Critical
Threat, Asset, and Vulnerability Evaluation
(OCTAVE) Allegro method is one method for
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conducting risk assessments [17]. This method has
comprehensive sections and well-defined stages for
risk assessment based on information security data
[18]. The Octave Allegro method can perform more
complex risk assessments to produce maximum
assessments for organizations [19]. This method
was designed by CERT Survivable Enterprise
Management with the aim of aligning organizational
direction with information security[20]. Another
objective is to produce risk assessments more
quickly without having to wunderstand risk
assessment in depth [21]. The OCTAVE Allegro
method focuses on risk assessments related to
information capabilities based on the use of storage,
distribution, and processing data to develop the
right risk reduction strategies [22]. By applying this
method, organizations can identify and address
threats from the implementation of technology [23].

The risk control process in this study refers
to the ISO/IEC 27001:2022 standard. This standard
is an international standard created by the non-
governmental organization International
Organization for Standardization, which functions
in the field of information security management
[24], [25]. This standard applies the basic principles
of an information security management system,
namely plan, do, check, and act [26]. This standard

provides steps for all organizations in
implementing, establishing, maintaining, and
continuously improving information security

management[27]. The advantage of ISO/IEC 27001
is that it can be used in various types of
organizations and is more flexible according to
organizational needs, security requirements, and
organizational objectives.

The purpose of this study is to assess the
risks associated with implementing a hospital
management information system (SIMRS) in order
to determine the level of risk involved in using the
information system and to provide
recommendations for mitigation. A similar study
was conducted by [28] using the same methods and
controls as this study. Another study by [29] used
the same methods and controls as this study, but
both studies used ISO/IEC 27001:2013 control. The
scientific contribution of this research lies in the
integration of the OCTAVE Allegro and ISO/IEC
27001:2022 approaches to produce a risk
assessment process that is not only capable of
identifying and prioritise risks, but also directly
links each risk to the relevant security controls.
Previous studies have analyzed risk assessments for
application use in organizations, but there are gaps
in the implementation of risk mitigation. Risk
mitigation implemented has not kept pace with the
development of control standard that meet
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organizational needs. Novelty of this research lies in
the combination of methods in conducting risk
assessment and mitigation using the ISO/IEC
27001:2022 control standard.

MATERIALS AND METHODS

Introduction > Data Collection

Building an Asset Establish Drivers
Profile
Identify Threats > Identify Risk
4

Conclusion < Risk Mitigation

(ISO/IEC 27001)

Source: (Research Results, 2026)
Figure 1. Research Flow

Figure 1 shows the stages of the research
conducted. The explanation of the research stages is
as follows:

1. Data Collection

This stage involves the collection of data to
support the research process. The data collected
for this study includes interviews, observations,
documentation, questionnaires, and literature
studies. Researchers have observed the use of
SIMRS, conducted interviews with hospital staff,
collected documents such as standard operating
procedures for using the application, and
distributed questionnaires to the hospital's IT
department.

2. OCTAVE Allegro Method
This method is used to assess SIMRS risks. There
are four phases: Define Drivers or Guidelines,
Profile Assets, Identify Threats, and Identify &
Mitigate [30].

3. ISO/IEC 27001 Method
This method is employed as a reference for
mitigating risks that have been previously
analyzed. This method is predicated on its own
set of standards for the management of risks
arising from the implementation of SIMRS.

4. Conclusion
Following the completion of the risk assessment
and risk mitigation, the subsequent step
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involves the extraction of conclusions from the
identified risks and the formulation of
recommendations for the management of
existing risks.

RESULTS AND DISCUSSION

1. Establish Drivers

There are three worksheets for establishing
risk measurement criteria at Cilacap Regional
General Hospital. These worksheets are consistent
with the issues at hand and cover indicators of
reputation, finance, and productivity. The
subsequent table contains explanations of each
indicator.

Table 1. Impact Area Prioritization

Allegro Worksheet Impact Area Prioritization
Priority Impact Area
1 Reputation
3 Finance
2 Productivity

Source: (Research Results, 2026)

As illustrated in Table 1, the findings of the
data entry process concerning the impact of priority
areas are presented, with these areas having
undergone a systematic prioritization procedure. In
accordance with this procedure, reputation
indicators were assigned the highest priority,
followed by productivity indicators, and finally,
financial indicators.

2. Profile Assets

This phase involves identifying a collection of
critical assets related to information assets that are
important to the company and asset ownership.

Table 2. Critical Asset Inventory
Asset Critical Asset
Information Patient Data
Medication Data
Financial Data
Employee Data
Facilities
Hospital Assets
SIMRS

Information
System
Software
Hardware

Windows 0S, SIMRS, Aplikasi
PC (200+)

Router

Server (1)
Application (8)
Switch/Hub

Access Point (50+)
Printer

Finger Print (40)
Display

Internet Network
Director
Administration Staff
Medical Record

Human
Resources
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Critical Asset
IT Department
Physician and Nurse
Finance Department
Admissions

Source: (Research Results, 2026)

Asset

3. Identify Threats
This stage builds directly on our initial
analysis, where we move from those broad concerns
to pinpointing specific, actionable threats.
a. Identify Areas of Concern
This phase involves identifying Areas of Concern
in the use of SIMRS. Areas of Concern are
descriptive statements that explain the
conditions or situations that are the main focus
of attention and must be addressed in order to
minimize and prevent risks to SIMRS.

Table 3. Areas of Concern

Area of Concern Attack Types
Encountered
Data Processing Human Error
Hardware Management suboptimal SIMRS
SIMRS management
Software Management failure

Source: (Research Results, 2026)

b. Identify Threats Scenarios
This phase involves expanding each area of
concern into threat scenarios that explain how
an action or problem could pose a threat to
information assets using threat property
identification. Below is a table identifying threat
properties.
Table 4. Allegro Worksheet Human Error

Allegro Worksheet Information Asset Risk Worksheet

Data Asset Hospital Management Information
System (SIMRS)

Focus area Data Processing

Actor The hospital staff member in charge
of that department

Means The relevant staff member made a

data entry or deletion error while
using the SIMRS.
Human Error

Event Chronology

Motive

Reason for the
occurrence
Outcome

Impact of incident Modification

The disciplinary procedure must be
formalized and communicated in
order to take action against staff and
other involved parties who have
violated data security policies
Probability High

Source: (Research Results, 2026)

Security
Requirements
Violated regulation

Table 4 describes the human error scenario.
This is followed by an explanation of hardware
management, as shown in Table 5.
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Table 5. Allegro Worksheet Hardware Management

Allegro Worksheet Information Asset Risk Worksheet
Hospital Management Information
Data Asset System (SIMRS)
Focus area Hardware Management
Actor Staff of IT department
Means suboptimal SIMRS

Event chronology
Motive

Reason for the
occurrence
Outcome

Impact of incident

Security

Requirements
Violated regulation

Probability

IT staff did not replace the obsolete
hardware with new equipment

Modification
Interruption

1. Proper maintenance of
equipment is required to uphold
data availability, integrity, and
confidentiality

2. Network systems and
applications must be monitored
for anomalous behavior, and
appropriate action must be
taken to evaluate the ability to
handle data security incidents.

Medium

Source: (Research Results, 2026)

Table

explains the hardware

management scenario, followed by an explanation
of software management as shown in Table 6.

Table 6. Allegro Worksheet Software Management

Wﬁi‘llisgﬁze t Information Asset Risk Worksheet

Hospital Management Information

Data Asset System (SIMRS)

Focus area Software Management

Actor Natural disaster / Lightning strike

Vulnerability

Exploiter

Means A lightning strike damaged a critical

Event chronology

Motive

Reason for the
occurrence
Outcome

Impact of incident

Security

Requirements
Violated regulation

Probability

network switch (or hardware device),
resulting in system failure
Accidental

Destruction
Interruption

Protection against tangible threats and
areas such as natural disasters, as well
as other deliberate or unintentional
physical threats to infrastructure,
must be designed and implemented.
Backup copies of data, software
features, and systems must be
maintained and tested periodically, in
accordance with the agreed topic-
specific backup policy.

Low

Source: (Research Results, 2026)
So, from what we can see in Table 6, it looks

like the issue of old or outdated hardware not being
replaced regularly by IT staff or employees
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happened Dbecause of some unintentional
negligence. This was probably due to a lack of
knowledge at the time and some negligence on the
part of IT. The consequences of this threat to
information system assets were modification or
change, and interruption or disruption. In this
threat scenario, the likelihood of risk occurring is at
a medium level because it results in suboptimal
hardware or SIMRS performance.

4. Identify and Mitigate Risks
This stage consists of three phases, which are

a continuation of the previous stage: Identify Risk,
Analyze Risk, and Select Mitigation Approach.
a. Identify Risk

This phase is a step that will determine how
threat scenarios that have been documented in the
Information Asset Risk Worksheet can impact the
Company. Threat scenarios will also be
supplemented by the consequences that may arise.

Table 7. Identify Risk - Scenario

Threats
: Consequences
Scenario
Input Data Staff are forced to repeatedly re-enter data, a
Error time-consuming process that reduces
hospital-wide productivity. This practice
also corrupts data and files, requiring
constant corrections to the database.
System performance is degrading, causing
significant delays in patient services. This
Hardware . . ;
also increases the risk of system failures,
Management -
which can lead to data loss or costly
downtime.
Software Operational  downtime and  system
Management  component failures

Source: (Research Results, 2026)

As outlined in Table 7, the repercussions of
data entry and deletion errors made by employees
or hospital staff who are responsible for the
relevant departments are explained. This will have
a negative impact on work productivity in the
hospital because it takes a long time to correct these
errors, and patients' trust in the hospital will
decline.

b. Analyze Risk

This phase entails an evaluation that is informed
by the risk criteria that were identified in Phase 1 of
Activity 1. The threat scenarios and consequences
that have been developed will be examined to
determine their impact on the criteria.
Furthermore, the impact of the aforementioned
factors must be assessed in order to determine
whether it is high, medium, or low. Subsequent to
this, the impact will be assessed based on the risk
criteria and its level. The risk impact will be
assigned a value of 3 in cases where the risk impact

Y MG
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is high, a value of 2 in cases where the risk impact is
medium, and a value of 1 in cases where the risk
impact is low. This number will then be multiplied
by the risk criteria level in phase 1 of activity 1. The
risk criteria level that has been adjusted in phase 1
of activity 1 will be used as a multiplier in the impact
value. The multiplication of these values will result
in an aggregate total for each risk category. The risk
assessment is documented in Table 8.

Table 8. Information Asset Analyze Risk
Allegro Worksheet Information Asset Risk
Worksheet

Consequences
Organizational
consequences resulting

Security
Severity of Organizational Impact

from violations Impact Area Value  Score
Input Data Error
Staff are repeatedly Reputation
forced to re-enter data, and Customer
a time-consuming trust High 9
process that hampers Productivity High 6
productivity across the Finance
hospital. High 6
Leading to damaged and
loss data Productivity Med 4
Performing database
repairs Productivity High 6
Relative Risk Score 31

Impact Area Value  Score
Hardware Management

Productivity High 6
Lower Performance
Productivity High 6

Reputation
Growing delays in and Customer Med 6
patient care. trust
System failures may
occur, causing loss of Finance High 6
data or productivity.
Relative Risk Score 24

Impact Area Value  Score
Software Management

Productivity Med 4
Downtime Operational
Requires
replacement/upgrade Finance High 6
System component  Productivity Low 2
failures

Finance High 6
Relative Risk Score 18

Source: (Research Results, 2026)

These findings are consistent with previous
research which suggests that human factors are the
dominant cause of information security incidents
[15].

c. Select Mitigation Approach

Decisions are made when risks are deemed

unacceptable or mitigated. At this point, the risks
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will be studied again for data collection and Mitigation Information

evaluation. While the consequences of these risks 2'2 d,;r,erms a“‘i Emgloyme“t_ Cfo“trai_ts must ”‘,Eluctlﬁi
. . g o . onairtions [0} section on Information Security a

are not a Slgmflcant threat to the company, 1t 1s Employment outlines the responsibilities of both the

important to acknowledge their occurrence. As

individual and the organization.

outlined in the Risk Relative Matrix, the mitigation 6.3  Information  Stakeholders  and  organizational
approach for each area of concern is detailed in Security Training, employees must be willing to
Table 9 Education, and participate in relevant information
able 5. Awareness security training. They are required to
comply with new information security
Table 9. Area of Concern policies according to their job
Risk o functions.
Area Of Concern Relative ~POOL  litigation 6.5 Ongoing information security
Matrix Approach Responsibilities responsibilities that persist after a role
Human Error 31 1 Mitigate after Change or change or employment termination
Hardware 24 2 Mitigate Termination of must be enforced, clearly defined, and
Management Employment communicated to all personnel and
Software 18 2 Mitigate ) stakeholders. ]
Management 6.8 Information The organization must provide a
. Security Event proper and timely mechanism for
Source: (ResearCh Results, 2026) Reporting reporting information security
incidents.
Select Mltlgatlon Approach refers to ISO 7.5 Protection Infrastructure must be prOteCted by
27001:2022. The following references are provided. o™ design from environmental and
. ) Environmental physical threats, including lightning,
Mapping risks to ISO 27001 controls based on area and Physical natural disasters, and intentional or
of concern. Several controls are used, such as Threats unintentional human acts.
organizational controls, people controls, physical 78 Secure Equipment must be positioned in a
controls, and technological controls. focusing on the g;’;tz;’t?::lg ano‘i protected and secure manner.

area of organizational controls in points 5.1, 5.15,
5.24,5.26,5.28, 5.33, 5.37, people controls in points
6.2, 6.3, 6.5, 6.8, physical controls in points 7.5, 7.7,
7.10,7.12,7.13, and technological controls in points

Equipment
7.10 Management
of Storage Media

The management of storage media
throughout its lifecycle, covering
acquisition, use, transportation, and
disposal, must comply with the

8.2,85,8.7,8.12,8.13, 8.20, 8.22, and 8.32.

Table 10. Select Mitigation Approach.

Mitigation

Information

5.1 Information
Security Policies

5.15 Controls for
Hardware and
Software Access

5.24 Information
Security Incident
Management
Readiness and
Planning

5.26 Response to
Information
Security Incidents
5.28 Evidence
Collection

5.33 Protection of

Information security policies must be
established, reviewed and approved by
the organization, and implemented by
its personnel.

Policies for the access control of
hardware and software must be
established and adopted by the
organization.

The organization must prepare and
plan for information security incident
management by establishing, defining,
and communicating the roles and
responsibilities across all relevant
departments.

Incidents that occur must be handled in
accordance with established
procedures.

The organization must establish and

implement procedures for the
collection and identification of
evidence related to information

security incidents.
Records must be safeguarded against

7.12 Security of
Cabling
Infrastructure

7.13 Equipment
Maintenance

8.2  Information
Access Restriction
Control

8.5 Data Security
Authentication

8.7 Protection
Against Malware

8.12 Data Leakage
Prevention

8.13 Information
Backup

8.20 Network
Security
Management

8.22 Network
Segregation

organization's data classification and
handling policies.

Data and power cables supporting
information  services must be
safeguarded against interference and

physical damage.
Equipment must be well-maintained to
guarantee  information  integrity,

availability, and confidentiality.

Access to information assets shall be
controlled based on the established
access control policy.

Authentication procedures and
technologies must be implemented
based on the access control policy and
information access restrictions.
Protection against viruses must be
supported and reinforced by user
awareness.

Measures to prevent data loss must be
applied to all networks, systems, and
devices responsible for storing,
processing, or transmitting sensitive
information.

Regular testing and maintenance of
software copies and data backups must
be performed as defined by the agreed
backup policy.

Network devices and providers must
be managed, controlled, and secured to
safeguard application data.

An organization's network must have
segmentation between user groups,
applications, and information services.

Procedural damage, loss, unauthorized access,

Records tampering, and unauthorized
disclosure.

5.37 Documented procedures for

Documentation of information processing must be

Operational established and made readily

Incident accessible to all relevant personnel.

Procedures
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Mitigation Information
8.32 Change Formal change management
Management procedures must be established for any
Control modifications to information system

facilities and information processing.

Source: (Research Results, 2026)

CONCLUSION

The results of this study indicate that the
priority impact areas are reputation, finance, and
work productivity. In the areas of concern, there are
three categories of mitigation, namely human error,
hardware management, and software management.
Scenarios are created based on areas of concern,
based on calculations of areas of concern: human
error scores 31, hardware management scores 24,
and software management scores 18. Mitigation
refers to ISO/IEC 27001:2022, focusing on the area
of organizational controls in points 5.1, 5.15, 5.24,
5.26, 5.28, 5.33, 5.37, people controls in points 6.2,
6.3, 6.5, 6.8, physical controls in points 7.5, 7.7, 7.10,
7.12, 7.13, and technological controls in points 8.2,
8.5,8.7,8.12,8.13,8.20, 8.22, and 8.32. The scientific
contribution of this research lies in the integration
of the OCTAVE Allegro and ISO/IEC 27001:2022
approaches to produce a risk assessment process
that is not only capable of identifying and priority
risks, but also directly links each risk to the relevant
security controls. limitation of this study is that it
has not yet assessed the effectiveness of the
implementation of the safety controls put in place.
Further research can be conducted to evaluate the
effectiveness of ISO 27001 control implementation
in hospitals. Comparative studies of risk assessment
methods are also recommended for more in-depth
analysis.
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