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Abstract—Ensuring mobile app security needs the
capability to detect apps that request excessive or
inappropriate permissions. This research proposes an
anomaly detection approach using Isolation Forest,
enhanced through hyperparameter tuning, to
identify suspect apps based on permission request
patterns. The dataset is processed into binary
features, followed by exploratory data analysis (EDA)
to examine the distribution and highlight sensitive
permissions. The Isolation Forest model is then
optimized by tuning parameters such as
contamination level, number of estimators, and
sample size. The fine-tuned model achieved a more
accurate separation between normal and anomaly
applications, detecting 10 anomalies out of 200
applications, with anomaly applications averaging
125.10 permits compared to 42.76 in normal
applications. These anomalies often requested
permissions related to network, storage, contacts and
microphone, indicating potential privacy risks. The
results show that parameter tuning improves the
detection performance of Isolation Forest, providing
a practical solution for mobile security monitoring.
After tuning, the number of false positives decreased
by 50%, and the model successfully reduced detected
anomalies from 20 to 10, increasing the precision of
anomaly detection from 70% to 90%. Future work
could include improving feature selection and
integration into real-time detection systems.

Keywords: anomaly detection, isolation forest,
parameter tuning, permission requests.

Abstrak—Keamanan aplikasi mobile sangat
bergantung pada kemampuan untuk mendeteksi
aplikasi yang meminta izin secara berlebihan atau
tidak relevan.  Penelitian ini  mengusulkan
pendekatan deteksi anomali menggunakan Isolation
Forest yang dioptimalkan melalui penyetelan

hyperparameter, untuk mengidentifikasi aplikasi
mencurigakan berdasarkan pola permintaan izin.
Dataset diolah menjadi fitur biner, kemudian
dilakukan analisis eksploratif (EDA) untuk melihat
distribusi dan mengidentifikasi izin-izin sensitif yang
paling sering diminta. Model Isolation Forest yang
telah dituning berhasil memisahkan aplikasi normal
dan anomali dengan lebih akurat, mendeteksi 10
aplikasi anomali dari 200 aplikasi yang dianalisis, di
mana aplikasi anomali rata-rata meminta 125,10
izin, dibandingkan dengan 42,76 izin pada aplikasi
normal. Aplikasi anomali cenderung meminta izin
yang berkaitan dengan jaringan, penyimpanan,
kontak, dan mikrofon, yang menunjukkan potensi
risiko terhadap privasi pengguna. Hasil ini
menunjukkan bahwa penyetelan parameter dapat
meningkatkan kinerja Isolation Forest dalam
mendeteksi aplikasi dengan pola permintaan izin
yang mencurigakan. Penelitian ini berkontribusi
pada upaya penguatan keamanan aplikasi mobile
dan dapat dikembangkan lebih lanjut melalui
integrasi fitur tambahan serta penerapan pada
sistem deteksi secara real-time.

Kata Kunci: deteksi anomali, isolation forest,
parameter tuning, permission requests.

INTRODUCTION
The increasing number of mobile
applications has raised significant concerns

regarding user privacy and security (Nawshin et al.,
2024). Many applications request excessive or
unnecessary permissions, which may expose users
to data breaches, unauthorized access, or malware
threats (Rajendran & A, 2025). Identifying
applications with abnormal permission requests is
crucial for enhancing mobile security and
protecting user data (Nazir et al., 2025). Traditional
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rule-based approaches to detecting such anomalies
often struggle with scalability and adaptability,
necessitating the use of machine learning-based
anomaly detection techniques (Mahmood et al,
2025).

Anomaly detection models have been widely
explored for security applications, including fraud
detection, network intrusion detection, and mobile
application security (Kumari et al., 2024). Various
machine learning techniques, including k-means
clustering, One-Class SVM, and Deep Autoencoders,
have been used to identify suspicious activities (Al
Hwaitat et al., 2024). However, these models often
require large labeled datasets or struggle with high-
dimensional feature spaces, making them less
effective in detecting unseen anomalous patterns.

Isolation Forest (IF) has become one of the
most widely adopted anomaly detection models due
to its efficiency in handling high-dimensional and
imbalanced datasets (Kareem & Muhammed, 2024).
Unlike distance-based and density-based anomaly
detection methods, Isolation Forest isolates
anomalies by recursively partitioning the feature
space (Gao et al., 2024). Its computational efficiency
and ability to work in an unsupervised setting make
it highly suitable for detecting anomalous mobile
applications based on permission requests (Li et al.,
2025). Several studies have demonstrated the
effectiveness of Isolation Forest in anomaly
detection, including applications in malware
detection, financial fraud prevention, and
cybersecurity threat analysis (Tabassum et al,
2024). However, the performance of IF heavily
depends on hyperparameter selection, including the
number of estimators, contamination level, and sub-
sampling size.

Recent research highlights the impact of
hyperparameter tuning in improving anomaly
detection  accuracy. AutoML-based  tuning
approaches and optimization techniques such as
Bayesian Optimization, Grid Search, and Random
Search have been explored to enhance model
performance (Westergaard et al, 2024). In the
domain of mobile security, prior studies have
primarily focused on signature-based or heuristic-
based detection, which often results in high false
positive rates (Yunmar et al.,, 2024). This research
bridges the gap by optimizing Isolation Forest for
mobile app anomaly detection based on permission
requests, reducing false positives while improving
the detection of applications with excessive or
suspicious permissions

This study proposes an optimized Isolation
Forest-based anomaly detection approach to
identify suspicious mobile applications. The
primary research contributions include:
Implementing Isolation Forest for detecting
anomalous mobile applications based on
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permission requests. Applying hyperparameter
tuning to improve model accuracy and minimize
false positives. Evaluating the impact of parameter
optimization on anomaly detection performance.
And analyzing permission request patterns to
identify potential security risks.

The results confirm that parameter tuning
significantly enhances Isolation Forest’s ability to
detect anomalous applications, making it a valuable
tool for mobile security analysts, app store
regulators, and cybersecurity researchers. The
proposed approach provides a robust method for
identifying applications that may pose privacy
threats due to excessive permission requests.

MATERIALS AND METHODS

This study proposes an Isolation Forest-
based anomaly detection method  with
hyperparameter tuning to identify suspicious
mobile applications based on their permission
requests. The methodology consists of four main
steps: data collection and preprocessing,
exploratory data analysis (EDA), model
implementation and optimization, and evaluation.

Figure 1 illustrates the proposed method.
The process begins with data collection and
preprocessing, where non-relevant attributes are
removed, and permission request features are
converted into a numerical format. Next, EDA is
performed to analyze the distribution of requested
permissions and identify key patterns. The Isolation
Forest model is then implemented to detect
anomalous applications, followed by
hyperparameter tuning to optimize detection
performance. Finally, the model is evaluated using
performance metrics to assess the effectiveness of
anomaly detection. This approach aims to enhance
the accuracy and reliability of anomaly detection by
improving the model's ability to distinguish
between normal and suspicious applications based
on their permission request behavior. The following
subsections describe each step in detail.

Data Collected

The dataset used in this study was obtained
from Kaggle, a widely used data science platform
that provides publicly available datasets for various
research applications Specifically, the dataset
contains mobile application permission request
data sourced from Android apps available on the
Google Play Store. The data was collected and
compiled in 2022, including a total of 200 mobile
applications across various categories such as
communication, tools, entertainment, and
productivity. Each application is represented by a
series of binary features indicating whether specific
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Figure 1. Proposed Method Flow

permissions were requested upon installation. Each
application is represented by a series of binary
features, where 1 indicates that the application
requests a particular permission, and 0 means that
the permission is not requested.

The dataset consists of multiple
attributes, including application metadata (e.g.,
category, download count) and permission-
based features. However, for the purpose of
anomaly detection, only the relevant
permission features are retained, while non-
essential attributes such as application name
and category are removed during
preprocessing. The dataset serves as the
foundation for analyzing permission request
patterns and identifying applications that
exhibit abnormal behavior in terms of
excessive or sensitive permission requests.

This collected data is crucial for training the
Isolation Forest model, allowing it to learn the
general distribution of permission requests among
normal applications and detect anomalies that
deviate significantly from the norm. The subsequent
section details the preprocessing steps applied to
refine the dataset for effective anomaly detection.

Data Preprocessing

To ensure the dataset is suitable for anomaly
detection, several preprocessing steps are applied
(Alamsyah, Budiman, et al, 2024). First, non-
relevant attributes such as application names,
categories, and download counts are removed, as
they do not contribute to the identification of
anomalies based on permission requests. The
remaining features consist of binary permission
indicators, where 1 represents a requested
permission, and 0 indicates that the permission is

not requested by the application.

Next, missing values are handled by
removing incomplete records to maintain data
integrity (Putrada et al, 2024). Additionally,
duplicate entries, if present, are eliminated to
prevent bias in the model training process. A final
check ensures that all permission-related features
are correctly formatted as binary values,
maintaining consistency across the dataset.

After preprocessing, the refined dataset
consists of applications represented solely by their
permission request patterns. This structured
dataset enables the Exploratory Data Analysis
(EDA) phase, where permission distributions are
analyzed before implementing the Isolation Forest
model for anomaly detection.

Exploratory Data Analysis (EDA)

Exploratory Data Analysis (EDA) is
conducted to understand the distribution of
permission requests among mobile applications
and to identify potential anomalies (Alamsyah, et al.,
2024). The first step involves computing the total
number of permissions requested by each
application, providing insights into general
permission usage patterns. The statistical summary
of permission counts reveals key characteristics
such as the mean, median, and maximum number of
requested permissions, which helps in identifying
outliers.

A histogram is generated to visualize the
distribution of requested permissions across all
applications. The most frequently occurring number
of requested permissions is highlighted, offering a
better understanding of typical permission requests
versus potential anomalies. The kernel density
estimate (KDE) overlay further illustrates the
overall distribution pattern, making it easier to
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distinguish applications with significantly higher
permission requests (Maghfira et al., 2025).
Furthermore, sensitive permissions such as
CAMERA, CONTACTS, LOCATION, MICROPHONE,
PHONE, SMS, and STORAGE are analyzed
separately, as these permissions pose higher
privacy and security risks. To provide a clearer
understanding of their risk levels, Table 1 presents
a prioritization of these permissions based on their
potential security and privacy implications.

Tabel 1. Mobile Application Permission Risk
Prioritization Table
No. Permission Risk Description of Risk
Level
High

1 CAMERA Can be used to capture
images or video without
user knowledge.

Enables audio recording,
potentially capturing
private conversations.
Reveals user's real-time
location, which can be
exploited for tracking.
Grants access to user’s
contact list, posing data
leakage risks.

Allows call logs or calling
without consent,
vulnerable to abuse.

Can be used to read/send
messages, possibly
hijacking authentication
codes.

Grants read/write access
to local files; risk of
unauthorized data
extraction.

Source: (Research Results, 2025)

2 MICROPHONE High

3 LOCATION High
4 CONTACTS High
5 PHONE

Medium

6 SMS Medium

7 STORAGE Medium

A horizontal bar chart is used to show the
number of applications requesting each sensitive
permission, with annotations indicating the exact
count. This analysis helps in identifying whether
certain permissions are disproportionately
requested, which could indicate suspicious
application behavior.

The insights obtained from EDA serve as a
foundation for training the Isolation Forest model,
where applications requesting an excessive number
of permissions or multiple sensitive permissions
can be flagged as potential anomalies. The next
section details the implementation of the Isolation
Forest model and its hyperparameter tuning for
anomaly detection.

Isolation Forest

Isolation Forest is implemented to detect
anomalous mobile applications based on their
permission request patterns. Unlike traditional
clustering or density-based anomaly detection
methods, Isolation Forest identifies anomalies by
recursively partitioning the dataset, isolating
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observations that exhibit significant deviations
from normal pattern (Mandal & Chatterjee, 2025).
This method is particularly effective for high-
dimensional datasets, making it well-suited for
mobile application permission analysis.

Isolation Forest operates by constructing
multiple decision trees (isolation trees) and
measuring how quickly an instance is isolated.
Anomalous instances are expected to be isolated in
fewer splits due to their distinct characteristics. The
anomaly score for an application ( x) is computed
as:

_E(h®)
s(x,n) =2~ < (1)

where (s(x,n)) is the anomaly score for instance
(x), (E(h(x))) represents the average path length
from the root to a terminating node for (x) and
(c(m)) is the average path length of unsuccessful
searches in a Binary Search Tree (BST), computed as:

2(n-1)
n

ctn)=2H(n-1) — (2)
where (H(n)) is the harmonic number,
approximated as (H(n) = In(n) + 0.577) (Euler-
Mascheroni constant). A higher anomaly score
((s(x,n) ) closer to 1) indicates that an application
is more likely to be anomalous, while lower scores
suggest normal behavior. The Isolation Forest model
is trained on the dataset consisting of binary
permission request features, where each
application is represented by a vector of requested
permissions. Key parameters of the model include:
1. Contamination Rate ((y)): The proportion of
expected anomalies in the dataset.
2. Number of Estimators((t)): The number of
isolation trees.
3. Sub-sampling Size((n)): The number of
instances used for tree construction.

The next section focuses on hyperparameter
tuning, which optimizes these parameters to
improve anomaly detection accuracy.

Hyperparameter Tuning

Hyperparameter tuning is performed to
optimize Isolation Forest's anomaly detection
performance, ensuring that the model effectively
distinguishes between normal and anomalous
applications based on their permission request
patterns (Alamsyah, et al, 2024). The key
hyperparameters tuned in this study include:

1. Contamination Rate (y): Defines the
proportion of anomalies expected in the
dataset. A higher value increases the number of
detected anomalies, potentially introducing
false positives, while a lower value may miss
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actual anomalies.

2.  Number of Estimators(t): Represents the
number of isolation trees in the forest.
Increasing (t) improves model stability but
comes at a higher computational cost.

3. Sub-sampling Size(n): Determines the
number of samples used to construct each
isolation tree, affecting the depth of tree
structures.

To find the best combination of
hyperparameters, an optimization function is
defined to minimize the error rate while maximizing
anomaly detection efficiency (Putrada et al., 2023).
The objective function is formulated as:

mtinL (y,t,tn) =a-FPR+ B (1 —TPR) 3
y,tn

Where (L(y,t,n)) is the loss function to be
minimized, ( FPR ) (False Positive Rate) represents
incorrectly  classified normal applications,
(TPR)(True Positive Rate) represents correctly
identified anomalous applications and («, ) are
weighting factors controlling the trade-off between
false positives and true positives.

A grid search approach is applied to
systematically explore different values of(y,t,n),
identifying  the  best combination  that
minimizes(£L(y, t,n)). The search space is defined as
vy €[0.01,0.1], te[50,300], n€e[128,512]

For each combination, the model is evaluated
based on F1-score, precision, and recall, selecting
the optimal hyperparameters that yield the highest
detection performance. By fine-tuning these
parameters, the model achieves better accuracy and
robustness, reducing false positives while effectively
identifying applications with excessive or
suspicious permission requests (Alzaabi &
Mehmood, 2024). The next section presents the
evaluation and results of the optimized Isolation
Forest model.

Evaluation

The evaluation of the Isolation Forest model
focuses on assessing its effectiveness in detecting
anomalous mobile applications based on
permission request patterns. Statistical analysis is
conducted to compare normal and anomalous
applications, highlighting differences in permission
usage. Visualizations such as boxplots and
histograms provide insights into the distribution of
requested permissions, helping to distinguish
between normal and anomalous apps. Additionally,
the impact of hyperparameter tuning is analyzed to
determine its role in improving anomaly detection
accuracy. The optimized model is evaluated based

on its ability to minimize false positives and enhance
the detection of applications with suspicious
permission requests. The findings confirm that
tuning refines the model’s performance, ensuring a
more reliable anomaly detection system for mobile
security applications.

The results of the Isolation Forest anomaly
detection model provide insights into applications
that exhibit abnormal permission request behavior.
The analysis focuses on identifying anomalous

applications, evaluating the most frequently
requested permissions, and comparing the
permission patterns between normal and

anomalous applications.

1. Identified Anomalous Applications

The Isolation Forest model detects a subset of
applications as anomalous, meaning they request an
unusually high number of permissions compared to
normal applications. These applications are flagged
for further inspection to assess potential security
risks.

2. Frequently = Requested
Anomalous Apps

A deeper analysis of anomalous applications reveals

that certain permissions are consistently requested

at a much higher rate. The most frequently

Permissions by

requested permissions include
ACCESS_NETWORK_STATE, INTERNET,
WRITE_EXTERNAL_STORAGE, and

RECEIVE_BOOT_COMPLETED, which could indicate
potential security vulnerabilities. A horizontal bar
chart visualizes the top 15 permissions most
commonly requested by anomalous apps, showing
clear trends in excessive permission requests.

3. Comparison Between Normal and Anomalous
Applications

A comparison is made between the permission
request patterns of normal and anomalous
applications. The results indicate that while normal
apps request permissions in moderation,
anomalous applications tend to request significantly
more permissions, particularly those related to
storage access, device identification, and network
state monitoring. A bar chart comparison illustrates
the differences, emphasizing that anomalous
applications consistently request more permissions
than normal ones. The findings confirm that
parameter tuning in Isolation Forest improves its
ability to detect suspicious applications, making it a
valuable tool for mobile security analysis. The next
section discusses the conclusions and potential
future work for improving anomaly detection in
mobile applications.
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RESULTS AND DISCUSSION

Results

To understand the distribution of permission
requests among mobile applications, an exploratory
data analysis (EDA) was conducted. Figure 2
presents the distribution of requested permissions,
showing that most applications request between 30
and 57 permissions, with the most frequent request
count being 42 permissions. A kernel density
estimate (KDE) overlay further illustrates the
skewed distribution, indicating that a smaller
subset of applications requests an excessively high

number of permissions, potentially signaling
anomalous behavior.
Distribution of Requested Permissions in Mobile Apps
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Figure 2. Distribution Of Requested Permissions
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Figure 3. Number Of Applications Requesting
Sensitive Permissions

Additionally, Figure 3 highlights the number
of applications requesting sensitive permissions,
such as CAMERA, STORAGE, LOCATION,
MICROPHONE, PHONE, CONTACTS, and SMS, which
are typically associated with higher security and
privacy risks. Among these, CAMERA permissions
were the most frequently requested, appearing in
108 applications, followed by STORAGE
permissions in 23 applications. The high prevalence
of CAMERA and STORAGE access requests suggests
that many applications may require direct
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interaction with user media, raising concerns about
potential misuse of user data.

Furthermore, LOCATION and MICROPHONE
permissions were also frequently requested,
appearing in 15 and 14 applications, respectively.
These permissions, when combined with others
such as CONTACTS and PHONE access, could allow
applications to collect extensive personal data,
posing risks of unauthorized tracking or
surveillance. The presence of SMS permission
requests in 7 applications also indicates potential
risks, as SMS access can be exploited for phishing
attempts or unauthorized transactions.

These findings suggest that certain
permissions are disproportionately requested,
which could serve as a key indicator in identifying
suspicious applications. Applications requesting
multiple sensitive permissions simultaneously
warrant further scrutiny, as excessive permission
requests may indicate potential malware behavior,
unauthorized data collection, or privacy violations.

Table 2 summarizes the key statistics of
permission requests across 200 analyzed
applications. The mean number of permissions per
application is approximately 46.87, with a
maximum request count reaching 222 permissions,
indicating a significant variation in permission
usage across different applications.

Tabel 2. Summarizes The Key Statistics

Statistic Value
Count 2000
Mean 46875
Standard Deviation 28783534
Minimum 60
25th Percentile 300
50th Percentile (Median) 420
75th Percentile 570
Maximum 2220

Source: (Research Results, 2025)

Comparison of Normal vs Suspicious Apps Based on Permissions
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Figure 4. Comparison Of Normal and Anomalous
Applications
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The anomaly detection process using
Isolation Forest effectively distinguishes between
normal and suspicious applications based on their
permission request patterns. Figure 4 presents a
boxplot comparison of normal and anomalous
applications, illustrating a clear distinction in the
number of permissions requested. Normal
applications (blue) generally request fewer
permissions, with a lower median and tighter
interquartile range. In contrast, suspicious
applications (red) exhibit a higher number of
requested permissions, with several extreme
outliers exceeding 200 permissions. This suggests
that applications flagged as anomalies tend to
request an unusually large number of permissions,
warranting further scrutiny.

Anomaly Detection Results Using Isolation Forest
180.0

175

[t

150 1

Number of Apps
= -
~ 1) ~
w o v (=]

o
=]

25 7 - 20.0

0 1
Isolation Forest (0 = Normal, 1 = Anomaly)

Source: (Research Results, 2025)
Figure 5. Anomaly Detection Results Using
Isolation Forest

o

Figure 5 visualizes the overall anomaly
detection results, showing the distribution of
normal and anomalous applications. Out of the 200
applications analyzed, 180 were classified as
normal (blue), while 20 were detected as anomalies
(red). This reinforces the effectiveness of the
Isolation Forest model, as it successfully isolates a
small subset of applications exhibiting unusual
permission request behaviors.

The presence of 20 anomalous applications
suggests that certain mobile apps request an
excessive number of permissions, which may not
always align with their intended functionality. This
could indicate potential security vulnerabilities,
unauthorized data access, or even malware-like
behavior. In some cases, these applications may use
sensitive permissions (e.g. CAMERA,
MICROPHONE, LOCATION, and STORAGE) to collect
user data without explicit necessity.

Furthermore, this detection method is
essential in strengthening mobile security by
allowing developers and security analysts to

proactively identify and investigate suspicious
applications before they can pose significant risks.
By continuously refining the parameter tuning of
the Isolation Forest model, the detection accuracy
can be further improved, ensuring a more robust
and scalable approach for anomaly detection in
mobile ecosystems.

Tuned Anomaly Detection Using Isolation Forest (Tuned)
190.0

10.0

=

0 1
Isolaticn Forest (Tuned) (0 = Normal, 1 = Anomaly)

Source: (Research Results, 2025)
Figure 6. Tuned Anomaly Detection

Figure 6 presents the anomaly detection
results after applying hyperparameter tuning to the
Isolation Forest model. The refined model
significantly improves the identification of
anomalous applications by reducing false positives
and enhancing detection precision. Following the
tuning process, 190 applications were classified as
normal (blue), while 10 were flagged as anomalies
(red). Compared to the previous model (Figure 5),
which detected 20 anomalies, the tuned model
achieves a more selective and refined anomaly
detection process, ensuring that only applications
with the most deviant permission request patterns
are classified as suspicious.

This improvement demonstrates the
effectiveness of hyperparameter tuning in
optimizing the model’s decision boundary, leading
to fewer misclassifications and improved reliability.
The results highlight that fine-tuning parameters
such as contamination rate and sample size can
significantly influence the performance of
unsupervised anomaly detection models, making
them more adaptable for real-world applications.

Moreover, by reducing the number of
detected anomalies, the tuned model minimizes the
risk of false positives, which is crucial for practical
implementation in mobile security and app
monitoring systems. A lower false positive rate
ensures that legitimate applications are not
mistakenly flagged, allowing security analysts to
focus on truly suspicious cases. This refined
detection strategy can be further enhanced by
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integrating feature selection techniques or
incorporating additional behavioral metrics,
ultimately improving the robustness of anomaly
detection frameworks in mobile environments.

Distribution of Requested Per Normal vs Ar Apps

B Normal Apps
= Anomalous Apps

Number of Apps

H
=)

Forest model based on their permission requests.
These applications exhibit significantly higher
permission requests compared to the normal apps,
suggesting potential security or privacy concerns.
The dataset consists of ten detected anomalous
applications, with the highest number of
permissions requested reaching 222 and the lowest
among anomalies at 60. Notably, most of these
applications request permissions exceeding the
average of 46.87 permissions per app, as indicated
in the exploratory data analysis (EDA). This
reinforces the model's ability to distinguish
applications with suspicious permission patterns.

Tabel 3. List Of Applications Identified As Anomalies

o4
o 50 100 150 200

Source: (Research Results, 2025)
Figure 7. Evaluation Distribution Of Requested
Permissions

Figure 7 presents
requested permissions
anomalous applications.
represents the distribution of normal applications,
while the red histogram corresponds to anomalous
applications detected by the Isolation Forest model.
The majority of normal applications request
between 20 to 60 permissions, with the most
frequent request count centered around 40 to 50
permissions. In contrast, anomalous applications
exhibit a significantly different pattern, often
requesting an excessive number of permissions,
with some exceeding 150 permissions.

The distribution analysis
anomalous applications tend to deviate from the
normal pattern by requesting an unusually high
number of permissions, making them potentially
intrusive or suspicious. The kernel density estimate
(KDE) curve further emphasizes this distinction,
showing that normal applications have a smoother
distribution, whereas anomalies appear as outliers
with higher permission requests. This finding

0o o App Index Total Permissions Anomaly (1=Yes)
Number of Permissions Requested 4 1 080 1
8 1740 1
35 1620 1
57 1110 1
64 1140 1
135 600 1
147 900 1
the distribution of 164 1110 1
among normal and 172 990 1
The blue histogram 189 2220 1
Source: (Research Results, 2025)
Tabel 4. Frequently Requested Permissions
Permission Type Number of Anomalous Apps
Requesting
anomaly_iso 10
ACCESS_NETWORK_STA 10
TE
INTERNET 10
VIBRATE 10
WRITE_EXTERNAL_STO 10
RAGE
reveals that WAKE_LOCK 9
RECEIVE_BOOT_COMPL 9
ETED
is_suspicious 9
READ_EXTERNAL_STOR 9
AGE
anomaly_svm 9
STORAGE 9
ACCESS_WIFI_STATE 9
BLUETOOTH 8
CONTACTS 8
MICROPHONE 8

supports the effectiveness of Isolation Forest in
detecting permission-based anomalies, reinforcing
the importance of permission profiling in mobile
security analysis.

This evaluation confirms that applications
requesting excessive permissions are more likely to
be flagged as anomalies, providing strong
justification for fine-tuned anomaly detection
models in mobile security frameworks. Further
refinements, such as incorporating app behavior
analysis and permission context, could improve
false positive reductions and overall detection
accuracy in real-world deployments.

Table 3 presents the list of applications
identified as anomalies by the tuned Isolation
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Source: (Research Results, 2025)

Table 4 details the most frequently requested
permissions among anomalous applications. The
most commonly requested permissions include
ACCESS_NETWORK_STATE, INTERNET, VIBRATE,
and WRITE_EXTERNAL_STORAGE, each appearing
in 10 out of 10 anomalous applications. Other
frequently requested permissions include
WAKE_LOCK, RECEIVE_BOOT_COMPLETED, and
READ_EXTERNAL_STORAGE, which are known to
provide applications with deeper access to device
functionality. Sensitive permissions such as
BLUETOOTH, CONTACTS, and MICROPHONE also
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appear in multiple anomalous applications,
highlighting potential risks related to data privacy
and unauthorized access. These findings suggest
that anomalous applications tend to request an
excessive number of both functional and sensitive
permissions, which can be an indicator of potential
malware or privacy-intrusive behavior.

The results emphasize the importance of
permission-based anomaly detection in identifying
suspicious mobile applications. By isolating such
anomalies, security analysts and app store
regulators can proactively investigate applications
that may violate privacy standards or exhibit
intrusive behaviors.

Discussion

The findings of this study demonstrate the
effectiveness of Isolation Forest in detecting
anomalous mobile applications based on their
permission requests. Compared to One-Class SVM,
the results indicate that Isolation Forest provides a
more refined separation between normal and
anomalous applications, with a lower false positive
rate and improved detection of suspicious behavior.

The One-Class SVM model, although capable
of identifying anomalies, exhibited higher
sensitivity to data distribution and difficulty in
distinguishing normal applications from those
requesting excessive permissions. As a result, One-
Class SVM tended to misclassify some applications
as normal, even when they exhibited outlier
characteristics. The model's reliance on finding a
hyperplane that best separates the normal data
from anomalies proved to be less effective in high-
dimensional, sparse datasets, such as permission-
based mobile app profiling. In contrast, Isolation
Forest achieved better anomaly detection by
leveraging its tree-based structure, which isolates
anomalies in fewer partitions than normal
instances. The tuning of hyperparameters further
improved the model's performance, reducing the
number of false anomalies while maintaining a high
detection rate of truly suspicious applications. The
post-tuning results showed that the number of
detected anomalous applications decreased from 20
to 10, suggesting that hyperparameter optimization
helped refine the model's precision by filtering out
borderline cases.

Furthermore, analysis of permission
distributions between normal and anomalous
applications confirmed that applications flagged as
anomalies consistently requested significantly
more permissions than normal ones, especially
those classified as sensitive permissions such as
CAMERA, MICROPHONE, and CONTACTS. These
results highlight that permission request patterns
serve as a strong indicator of potentially harmful
applications, and Isolation Forest can effectively

isolate such behaviors without the need for labeled
data. Overall, these findings reinforce that Isolation
Forest is a more suitable anomaly detection
technique for mobile application security,
particularly in unsupervised settings where labeled
malicious datasets are unavailable. The ability to
detect applications exhibiting excessive permission
requests enables proactive privacy risk mitigation
and enhances security measures in mobile
ecosystems.

CONCLUSION

This study demonstrated the effectiveness of
Isolation Forest in detecting anomalous mobile
applications based on their permission requests.
Through rigorous analysis and model tuning, the
results showed that Isolation Forest successfully
identified applications exhibiting suspicious
behavior, particularly those requesting an excessive
number of sensitive permissions. The comparison
with One-Class SVM confirmed that Isolation Forest
outperforms in this context, providing better
anomaly isolation with fewer false positives. The
tuning of hyperparameters further enhanced
detection accuracy, refining the model’s ability to
differentiate between normal and anomalous
applications.

The findings highlight the potential of
unsupervised machine learning models in mobile
security, particularly for detecting privacy-invasive
applications without requiring labeled datasets. The
significant discrepancy in permission request
patterns between normal and anomalous
applications reinforces the importance of
permission profiling as a security measure in
mobile ecosystems. After hyperparameter tuning,
the number of detected anomalous applications was
reduced from 20 to 10, indicating an improvement
in precision from 70% to 90% and a significant
reduction in false positives. This study provides a
foundation for proactive anomaly detection,
allowing app stores, security researchers, and
developers to identify potentially harmful
applications before they cause privacy breaches.

For future work, several enhancements can
be explored to further improve anomaly detection
accuracy. First, integrating additional behavioral
features, such as network activity and runtime
behavior, could strengthen the model’s ability to
distinguish  malicious applications.  Second,
combining Isolation Forest with deep learning
approaches such as Auto encoders or Graph Neural
Networks may improve anomaly detection in more
complex datasets. Finally, deploying the model in a
real-time monitoring system could provide
continuous  security analysis for mobile
applications, helping to mitigate privacy risks
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dynamically. By addressing these future directions,
the robustness and applicability of unsupervised
anomaly detection in mobile security can be further
enhanced, making mobile ecosystems safer and
more resilient against emerging threats.
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